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Ministry of Finance Republic of Palau Stablecoin Program: Phase 2a Report

Executive Summary

The Ministry of Finance of the Republic of Palau has successfully completed Phase 2a of the
National Government Payment Service Project, also known as the Palau Stablecoin Program.
This phase focused on evaluating the potential for a national payment service ecosystem in
Palau. In partnership with Ripple’s Central Bank Digital Currencies and Central Bank
Engagements team, the project utilized Ripple's Blockchain Technology to explore the feasibility
of integrating a tokenized USD into Palau's infrastructure.

The goal of this phase was to develop the framework for a convenient, cost-effective national
payment ecosystem similar to PayPal and Alipay, tailored to the needs of all Palauans, especially
the unbanked and underbanked. The proposed system aims to reduce the use of physical cash,
decrease fuel consumption, and travel time, and offer lower fees than current electronic payment
services. Additionally, revenue generated from this system would support infrastructure projects
and national programs.

The report evaluates the pilot program, incorporating feedback and lessons learned, and provides
recommendations for the national deployment of the payment service through a phased
approach. Key areas addressed include:

e Legal and regulatory framework

e Technical infrastructure viability

« Auvailability of banking services

e Transition from pilot to production model
o Effective marketing strategies

 Initial cost and fee estimates
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1) Introduction

The Ministry of Finance (MOF) of the Republic of Palau recently completed Phase 2a of the
National Government Payment Service Project (also referred to as the Palau Stablecoin (PSC)
Program) focusing on an evaluation of the potential ecosystem upon which a Republic of Palau’s
National Government Payment Service can be built. Phase 2a was conducted in partnership with
Ripple’s Central Bank Digital Currencies (CBDC) and Central Bank Engagements team who
provided Blockchain Technology expertise based on Ripple CBDC platform technology. The
primary objective of the Phase 2a was to identify and analyze different stakeholder requirements
within Palau’s socioeconomic and geopolitical infrastructure focused on six areas of concern:

A) Legal and regulatory framework for the National Payment Service

B) Viability of technical infrastructure to support the payment service: Internet Access,
Endpoint Devices, anti-money laundering (AML) and know-your-customer (KYC),
Accessibility, and Cybersecurity

C) Awvailability of Technology and Banking Services to support collateral funds held in reserve
and continuous improvement and growth of the ecosystem

D) Evolving the solution design from the Pilot Phase 1 construct to a full-production model

E) Marketing and messaging via public-private partnerships and collaboration with existing
agencies

F) Determine estimated costs of the service and projected fees schedule

During Phase 2a, the MOF continued exploring the implementation of a tokenized version of the
USD into a continuously growing and sustainable ecosystem on a national scale. The intent is to
find a convenient and cost-effective way of payment similar to PayPal and Alipay which are
currently used throughout Palau. The national government is striving to provide all Palauans,
particularly those who are unbanked or underbanked, with an innovative and secure option to
access their money while reducing fuel consumption and travel time, reducing the need to handle
physical cash and coins, and at highly competitive fees compared to current credit card fees and
other electronic payment services. Moreover, any fees and/or revenue collected by the government
would contribute to financing infrastructure projects and national programs directly benefiting
Palauans.

This report presents an overall evaluation of the pilot program through the various feedback and
lessons learned gathered from the various volunteers. This document includes an assessment of
the benefits and challenges encountered, with a view to bringing forward the recommendations for
a national deployment of the payment service in the Republic of Palau through a determined scope
and continued phased approach.

This report will broadly describe the legal and regulatory framework required to ensure compliance
and mitigate risks. Secondly, the viability of Palau’s technical infrastructure is explained along
with recommendations for modernized internet access, endpoint devices, AML/KYC protocols,
accessibility, and cybersecurity measures to guarantee seamless and secure transactions. This
report highlights the availability of banking services and the pivotal role played in supporting
collateral funds and fostering the continuous enhancement of the ecosystem. Next, much progress
has been made as we evolve from the initial solution design in pilot phase 1 towards a full-
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production model. Effective marketing and messaging through public-private partnerships and
collaboration with existing agencies is explored as an imperative for widespread adoption. Lastly,
this report provides an initial estimate of service costs and projected fee structure.
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2) Strategic Analysis

As Palau continues its journey towards a national payment service, the project team navigated the
complex strategic landscape of political dynamics, security concerns, economic aspirations, and
societal perceptions. Yet, by addressing each facet with diligence and foresight, the nation remains
poised to reinforce its position on the global stage, melding innovation with tradition in its unique
Pacific setting.

Political. In the broader global landscape, the acceptance of digital currencies by political
establishments significantly impacted how the Palau Stablecoin was perceived. On the home front,
during election campaigns, political opponents continue to seize on issues and accusations of
money laundering or unauthorized congressional activities to cast doubts on the project. Yet,
maintaining a transparent stance about the project’s scope, intentions, and operations bolstered its
political legitimacy. Periodic updates and an openness to public audits underscore Palau’s
commitment to the project’s integrity.

Security. In light of the recent escalation of cyber-attacks against the financial sector, Palau must
continue to align its payment service with the best cybersecurity practices. Economic security also
comes into play as global fluctuations in inflation and currency values can have ripple effects. A
payment service founded on the USD remains the best choice for legitimacy and stability.

Economic. Palau’s goal of innovation in its economic development and national security strategies
underpinned the national payment service initiative. The Republic of Palau aspires to be at the
forefront of technological adoption, using the blockchain to symbolize its innovative spirit. By
fostering innovation through blockchain technology and digital payments, Palau can develop its
economic landscape beyond its current traditional business and attract more talents and
entrepreneurs locally. Moreover, addressing potential economic concerns with evidence and
transparency ensured that the nation’s economic image remained untarnished.

Social. Both globally and nationally, managing social perceptions in an age of digital media is
crucial. With misinformation rampant, Palau recognized the importance of combating false
narratives swiftly. Key messages include:

= Palau IS NOT creating its own cryptocurrency, but rather a national payment service akin
to PayPal and Alipay that incorporates the superior security, transparency, and traceability
of blockchain technology.

= Palau IS NOT creating a global payment service, but rather a service that supports future
eGovernment implementation programs.

= The national payment service WILL NOT be available to everyone globally, but all
Palauans will have the option to access the convenience and cost savings the service offers.

= The digitized USD aka Stablecoin produced during the tokenization process IS NOT the
same as Bitcoin or other commercially traded cryptocurrencies, but the same technology is
used to encrypt, record, and trace each transaction in a decentralized fashion.
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= Palauans WILL NOT be able to launder money using the planned National Payment
Service, it is impossible.

= Palauans WILL be able to save time and money previously spent traveling to ATMs,
banks, and the Tax Office in Koror to make routine payments for government services.

= Any fees collected by the National Government WILL help fund National Government
services, assistance programs, and infrastructure maintenance.

= The Pilot Project will not include full deployment of a national payment system, but is
intended as a fact-finding practice to assess the feasibility of various design types in order
to better inform Palau’s leaders as they plan for a permanent solution through legislation.

By teaming up with fact-checking agencies and taking a proactive stance on sharing verified
information, Palau is working towards creating a well-informed community. At the same time,
we’re organizing public workshops and digital campaigns to help everyone understand the many
advantages of the stablecoin. Building positive media relationships will also help us paint a
balanced picture of the project for both our local community and the world.

Information. At the heart of the Palau National Payment Service Project’s information strategy
lies transparency. We believe in keeping everyone in the loop with regular updates and by
following open data practices. This helps us build trust and squash any misunderstandings. Plus,
we’re always engaging with the media strategically to make sure the information out there is spot-
on and helpful.

Infrastructure. Palau continues to make progress towards network modernization and
technological advancement. The recent Ransomware attack on the financial sector reinforced the
need for enhanced cybersecurity of critical infrastructure. Threat actors and criminals will continue
to exploit any vulnerabilities.

Physical Environment. Palau’s breathtaking topography, boasting over 500 islands with a variety
of terrains, presents both challenges and opportunities. The varying travel times between islands,
from quick jaunts to lengthier journeys, along with its Pacific isolation, pose logistical hurdles.
Yet, the potential for a National Payment Service offers a solution that bridges these geographical
gaps, enabling smooth transactions throughout the archipelago. As efforts to enhance digital
connectivity gain momentum, the rewards are plentiful: streamlined transactions, a continuing
tourism upswing, and greater financial inclusion, particularly for remote communities.

Time-related. The strategic timing of project milestones, especially during politically sensitive
periods like election seasons, can shape public perception. By releasing periodic and transparent
updates and setting clear expectations regarding the project’s timeline, Palau continues to pre-empt
and counteract false narratives and misinformation.
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3) Timeline

Phase 2a continued the exploration of the Palau National Payment Service with a series of
discussions between the MOF and Ripple aimed at revalidating previously identified use cases
along with the key stakeholders identified as required to be part of the project ecosystem.

Following the identification of the retail use cases and possible stakeholders, the solution design
document was further developed. Phase 2a officially ended June 30, 2024.

4) Phase 2a Management Team

The following is a list of key personnel and their respective roles:

Palau Government Team

= Minister of Finance/Project Sponsor: Kaleb Udui Jr.
= Project Manager/Director, DRO: Jay Anson

= Technical Advisor/Director, ISSS: Conrad Ellechel
= Technical Advisor/Director, National Treasury: Gail Rengiil
= Technical Advisor: Darla Babauta

= Technical Advisor: Lolyna Ngiratrang

= Technical Advisor: Steven Redhor

= Technical Advisor: Tuloy Rengiil

= PR & Communications: Oyaol Ngirairikl

= Legal Advisor: Daniel Mensching

Technical Stakeholders Consulted

= CEO, PNCC: Simon Frasier

= Director, FIU: Adair Fincher

= Manager, Bank of Guam Koror Branch: Brandon Cruz

= President, National Development Bank of Palau: David Proctor
= Penthouse Hotel & Restaurant: Xyrus Salii

= King’s Minimart: Scott King

= Surangel and Sons: Hermana Idip

= IMF Technical Assistance Team to Palau 2023-2024

5) Project Risk Assessment

The project risk assessment was updated based on a structured framework used by the Palau
Project Team to effectively manage uncertainties. It consisted of several essential phases:

Risk ldentification: Initially, the team established the context for risk management, including
defining the scope and objectives. Various techniques, such as brainstorming, interviews, surveys,
data analysis, and SWOT analysis, were used to identify potential risks.
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Risk Assessment: Following risk identification, each risk was evaluated based on factors such as
its likelihood and potential impact. This assessment aided in prioritizing risks, with a focus on
those posing the greatest threat.

Risk Mitigation: Once risks were assessed, the team created strategies to mitigate them. These
strategies involved risk avoidance, transfer, reduction, or acceptance. Detailed mitigation plans
outlined actions, responsibilities, and resource allocation (see table below).

Residual Risk Assessment: Despite mitigation efforts, some level of risk often remained. This
phase involved reassessing risks to determine the residual risk, which remained after mitigation.
This assessment helped gauge the effectiveness of mitigation strategies and identified any need for
additional measures.

Impact Analysis: To understand the significance of risks, the project team analyzed their potential
impact. This included assessing financial, operational, reputational, and legal consequences.
Understanding the potential impact aided in prioritizing and strategizing mitigation efforts.

Documentation: Thorough documentation was essential throughout the process. This included
maintaining a risk register containing all identified risks, their descriptions, likelihood, impact, risk
owners, and status. Detailed mitigation plans, the results of residual risk assessments, and impact
analysis reports were also documented. Effective communication of this information with relevant
stakeholders was vital.

Regular Review and Update: The risk landscape impacting the stablecoin pilot project was
dynamic and continued to evolve over time. Therefore, continuous monitoring of the risk
environment was crucial. Regular updates to the risk register and assessments of mitigation
measures’ effectiveness were necessary. Periodic risk assessments were conducted to adapt to
changes in the project team’s context.

Continuous Improvement: Lessons learned from past risk management experiences were
captured to inform improvements in future practices. The project team remained flexible and
willing to adjust their risk management process to address emerging risks and evolving
organizational goals.

In summary, the project team used a well-structured risk management process to proactively
identify, assess, and address risks. This approach and methodology enhanced decision-making and
strengthened resilience by reducing vulnerabilities. By following these steps, the project
management team systematically managed uncertainties and safeguarded stakeholder interests.

Risk Description Likelihood Mitigating Impact &
Control(s) Residual Risk
Money Compromise of | Medium: Bad MFA required | Low: Risk of
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Laundering/Th
eft of Funds

wallet or wallet
credentials
enable
criminals to
steal and
launder
tokenized USD

actors could
trick volunteers
into revealing
credentials via
theft, social
engineering,
etc. Cashiers
could attempt
to divert funds
to an

to set up the
wallet; Pin
Recovery
requires Q&A,
Use of Public
Ledger enables
admins to
trace, freeze,
destroy and
recover/ return

exposure and
apprehension
outweighs the
reward of
stealing funds
via the service.
Any funds
stolen will be
traced and
frozen and the

accomplice any stolen amount stolen
with a wallet funds to or lost can be
victims; closed | returned to the
system with user, quickly
clear visibility
of wallets
makes
attribution of
criminal activity
fast and easy;
user training
and education
Invalid Wallet; | A Digital Wallet | High; PINs and | User training Medium:
loss of access | could become | recovery Q&A [ and despite the
to funds damaged, or are not used recommend likelihood of
user could lose [ often and can | ways to select | pins and Q&A
access to funds | be forgotten pin and being lost it is
if access pin recovery Q&A; | possible to
cannot be invalidated replace the
recovered wallets can be | wallet and the
frozen and funds balance

replacement
wallets created,
funds
replenished ;
use of key
custody
provider (eg.
Metaco) to
support
customer into
recovery of
wallet

post-
verification by
admins
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Local WI-FI Low or no WI- | High; Palau’s Participating Medium: WI-FI
network or FI signal or internet is vendors will service will be
broadband loss of reliable but have WI-FI available at
connection to connectivity to | local WI-FI is service participating
remote digital | digital currency | not available or | available; set vendors;
currency manager nodes | consistent sufficient quality of
manager nodes | can cause throughout the | transaction service
unavailable transaction country time limits and | depends on
failures due to adjust as national
timeouts necessary; infrastructure
enabling offline | and subject to
transaction outages
capability

6) Phase 2a Findings and Analysis

Phase 2a assessed the different stakeholders within Palau’s socioeconomic and geopolitical
infrastructure to develop requirements along six focus areas:

A) Legal and regulatory framework for the National Payment Service

1. The legal and regulatory framework for the National Payment Service is a critical
aspect that ensures the service’s integrity, security, and adherence to established
standards. This framework encompasses laws, regulations, and guidelines governing
various aspects of payment processing, including transaction security, data protection,
and consumer rights.

2. At the forefront of this framework is the development of a comprehensive Payment
Service Bill, which serves as the cornerstone of Palau’s payment infrastructure. This
bill undergoes meticulous drafting and review processes, involving input from legal
experts, policymakers, and stakeholders from both the public and private sectors. As of
now, a draft of the Payment Service Bill is in its final stages of review, signaling the
government’s commitment to establishing a robust and transparent regulatory
framework for the National Payment Service.

3. The Payment Service Bill addresses a wide range of issues, including the licensing and
supervision of payment service providers, the establishment of dispute resolution
mechanisms, and the enforcement of anti-money laundering (AML) and know-your-
customer (KYC) regulations. Additionally, it outlines the rights and responsibilities of
both payment service providers and consumers, ensuring fair and equitable treatment
for all parties involved in the payment ecosystem.

4. By finalizing the Payment Service Bill, Palau aims to provide clarity and certainty to
stakeholders, foster innovation, and competition in the payment industry, and
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ultimately enhance the efficiency and accessibility of the National Payment Service for
all citizens.

B) Viability of technical infrastructure to support the payment service: Internet Access,
Endpoint Devices, AML/KYC, Accessibility, and Cybersecurity

1.

The viability of the technical infrastructure supporting the payment service is
fundamental to its success, encompassing various components to ensure its
functionality, security, and compliance with regulations.

Firstly, internet access is vital to enable seamless online transactions and access to
digital payment services across Palau’s diverse islands. Robust internet connectivity,
including both broadband and mobile networks, is essential to reach remote areas and
facilitate widespread adoption of the payment service. Upcoming modernization efforts
by PNCC for fiber-to-home extension, mobile core network replacement, and customer
service kiosks are among a number of projects that will greatly improve the internet
access.

Endpoint devices, such as smartphones, tablets, and computers, are crucial tools for
consumers to access and use the payment service. Ensuring compatibility with a wide
range of devices enhances accessibility and usability, allowing individuals from
different socioeconomic backgrounds to participate in the digital economy.

Moreover, adherence to AML and KYC regulations is paramount to prevent illicit
financial activities and safeguard the integrity of the payment service. Compliance with
the Palau Money Laundering Act and regulations set forth by the Financial Intelligence
Unit (FIU) ensures that robust safeguards are in place to detect and deter money
laundering and terrorist financing activities.

Accessibility is another key consideration, as the payment service should be user-
friendly and accessible to individuals with varying levels of digital literacy and physical
abilities. Designing intuitive interfaces and providing support services can help ensure
that all members of society can effectively utilize the payment service.

Cybersecurity measures are essential to protect the integrity and confidentiality of
financial transactions and sensitive personal information. Implementing robust
cybersecurity protocols, including encryption, firewalls, and intrusion detection
services, helps mitigate the risk of data breaches and cyber-attacks.

Furthermore, the incorporation of recommendations from international organizations,
such as the International Monetary Fund (IMF), is crucial to align the payment service
with global best practices and standards. Feedback from Palau’s legislative branch and
regulatory bodies such as the US Treasury and US Internal Revenue Service (IRS)
also informs the development and implementation of the payment service, ensuring
alignment with national priorities and regulatory requirements.

12
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8.

By addressing these various aspects of technical infrastructure and compliance, Palau
can establish a resilient and effective payment service that meets the needs of its
citizens while adhering to regulatory standards and international best practices.

C) Availability of banking services to support collateral funds held in reserve and continuous
improvement and growth of the ecosystem

1.

The national payment service encompasses the infrastructure and regulatory
framework governing financial transactions within a country, involving banks,
financial institutions, payment service providers, and regulatory bodies. Introducing a
tokenized dollar solution design involves digitizing the national currency, often
utilizing blockchain or distributed ledger technology, to enhance efficiency and
accessibility in payments.

A critical aspect of implementing a tokenized dollar solution is defining the role of
banks in holding collateral to back the digital tokens. This collateral serves as a
guarantee for the tokens’ value, ensuring they can be redeemed for their equivalent in
traditional currency when needed. Banks typically manage and safeguard this
collateral.

Legislation such as the Payment Services Bill becomes vital in this context. By legally
defining the role of banks in holding collateral for tokenized dollar solutions, the bill
establishes a framework that promotes security and stability in the digital currency
service. It outlines guidelines to prevent misuse, mismanagement, or fraudulent
activities related to collateral reserves.

Furthermore, such legislation addresses risk management, liquidity requirements, and
regulatory oversight, bolstering the integrity of tokenized dollar solutions and fostering
trust among users and market participants.

In summary, the Payment Services Bill is essential for establishing the legal and
regulatory groundwork needed to support the development and operation of tokenized
dollar solutions within the national payment service. It ensures that banks’ roles in
holding collateral reserves are clearly defined, regulated, and aligned with broader
financial stability objectives and consumer protection measures.

D) Evolving the solution design from the Pilot Phase 1 construct to a full-production model

1.

2.

Phase 2a focused on the broadening of the National Payment Service ecosystem into a
perpetual and fully sustainable digital value and payments capability open to ongoing
uses for local individuals, businesses, tourists and other stakeholders in Palau.

This enriched ecosystem is expected to be available to all people, businesses, financial
institutions and other entities involved with the Palau economy and will include the
ability to “buy-in” to PSC, for receivers of PSC to onward use those funds for use cases
on the spending side (thereby creating a true circulation as opposed to single use

13
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3.

currency) as well as for a broader set of users to redeem or cash-out of PSC when
needed.

The project group identified three (3) critical aspects needed for the evolution of the
Pilot to a full-on production model:

a. The implementation of a distribution model of the PSC with a network of Palau
distributors; and

b. The ownership of the technology by local technology provider(s) to implement,
distribute and maintain the PSC Issuer software and Customer Wallets.

c. Further evaluation of local partnerships as they evolve is necessary to highlight
the organic economic growth it entails, with the creation of new businesses and
skillsets that are required to deploy such technology.

E) Marketing and messaging via public-private partnerships and collaboration with existing
agencies

1.

This focus area underscores the critical importance of implementing a robust strategic
communications plan and launching a comprehensive public information campaign. In
the face of negative and deceptive practices aimed at spreading false narratives and
misinformation, such initiatives become indispensable for safeguarding the integrity of
the project and ensuring public trust.

By leveraging partnerships between governmental bodies, private enterprises, and
established agencies, the project gains access to a broader range of resources, expertise,
and networks. This collaborative approach enables the development of targeted and
persuasive messaging campaigns that resonate with diverse audiences.

Through strategic collaborations, the project can tap into existing channels and
platforms already trusted by the public, thereby amplifying its reach and credibility. By
aligning messaging efforts with reputable institutions and influential stakeholders, the
project can effectively counteract false narratives and disinformation campaigns.

Furthermore, public-private partnerships facilitate the pooling of resources and
capabilities, allowing for the creation of high-impact marketing campaigns and
educational materials. These initiatives can include informative content, interactive
workshops, community events, and digital outreach efforts designed to educate the
public, dispel myths, and address concerns.

By fostering transparency, authenticity, and accountability in its communication
strategies, the project builds a solid foundation of trust with stakeholders. This trust is
essential for garnering public support, attracting investment, and ultimately driving the
project towards its goals of economic prosperity and sustainability.

In summary, marketing and messaging via public-private partnerships offer a powerful
mechanism for combating misinformation and building public confidence in the
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project. By collaborating with existing agencies and leveraging trusted channels, the
project can effectively navigate the complex landscape of communications, ensuring
that accurate information prevails, and the project’s objectives are achieved.

F) Determine estimated costs of the service and projected fees schedule

1.

This finding emphasizes the advantageous aspect of low costs and potential fees
associated with the service, attributed to its minimal overhead. With streamlined
operations and efficient processes, the service can offer competitive pricing, making it
accessible to a broader segment of the population.

Due to the low overhead, the projected fees for utilizing the service can be kept at a
minimum. Moreover, one innovative approach could involve utilizing the interest
earned on the collateral account balance to offset or even fully cover these fees. This
sustainable model not only ensures affordability for users but also incentivizes
participation in the service.

Furthermore, the revenue generated from fees can be earmarked to fund government
programs and infrastructure improvements, contributing to the overall socio-economic
development of the community. These funds can be allocated towards various
initiatives such as education, healthcare, environmental conservation, and
transportation, among others, addressing critical needs and enhancing the quality of life
for citizens.

By determining the estimated costs of the service and establishing a transparent fee
schedule, stakeholders can make informed decisions and budget effectively. Clear
communication regarding fees ensures transparency and builds trust among users,
fostering long-term engagement and support for the service.

In summary, the low cost and potential fees associated with the service present an
opportunity to enhance affordability and accessibility while generating revenue to
support government programs and infrastructure development. By leveraging
innovative financing mechanisms and maintaining transparency in fee structures, the
service can maximize its socio-economic impact and contribute to the overall well-
being of the community.

7) Use Cases Examined

1. Process walk-throughs and process reviews were conducted to examine five (5) different
use cases highlighting the potential benefits of tokenized dollar solutions in enhancing
payment system efficiency, transparency, and accessibility.

2. Project team members examined the workflows for each of the use cases, reading through
the steps involved, discussing each in detail and documenting findings. The project team
gained a comprehensive understanding of the process, identify any inefficiencies,
bottlenecks, or areas for improvement, and ultimately make recommendations for
optimization or enhancement. This collaborative approach allows team members to share
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insights, exchange ideas, and collectively brainstorm solutions to enhance the efficiency
and effectiveness of the process.

3. Effective collateral management, regulatory compliance, and market confidence remain
critical factors that must be addressed to ensure the stability, security, and widespread
adoption of these solutions within the national payment service. The following use cases
were considered:

40

‘n-@ "

ﬁ Individual Lisers, Merchants,
Toursts, eie

A,
Distribute
Y ir - Lige L
Ministry of Finance
b ) Redesm /
“Cash Out”

Ministry of Finance

Use Case #1: Retail Purchase

A Palauan Consumer uses Palau
stablecoin (PSC) to make a purchase at a
local retailer at the point-of-sale

(POS)
Palauan Local Retailer

Consumer > Palau MoF Minting and Distributing PSC
(Potentially using 3rd party operators and.or financial services)
= Broader and in the future open-ended User set
= Broader and in the future open-ended Retall Merchant set
= Open loop economics: Received funds can be re-spent
> Custody through MoF Accounts

Use Case #2: Utility Bill Payment
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A Palauan Consumer receives a utility bill
and is able to make payment using Palau

Stablecoin (PSC) Bill Details
Palauan Utility Business
Consumer >~ Palau MoF Minting and Distributing PSC

(Potentially using 3rd party operators and.or financial services)
> Broader and in the future open-ended User set
= Muitiple potential utilities
> Open loop economics: Received funds can be re-spent
> Custody through MoF Accounts
> Channel details to be confirmed (e.g. QR Code)

Use Case #3: Business to Business Purchase

A Palauan Business uses Palau

stablecoin (PSC) to purchase goods and

Pl Physical or Remote

--

Local Business Local Supplier
(Buyer) Palau MoF Minting and Distributing PSC (Seller)

(Potentially using 3rd party operators and.or financial services)

Broader and in the future open-ended Local Business set

= QOpen loop economics: Recerved funds can be re-spent

= Custody through MoF Accounts

|

Y

Use Case #4: Tax Payment

A Palauan Business uses Palau
stablecoin (PSC) to make a tax payment

to the Palau Ministry of Finance Tax Details
PSC
Local Business Government
(Buyer) = Palau MoF Minting and Distributing PSC

(Potentially using 3rd party operators and.or financial services)
Broader and in the future open-ended Local Business set

Open loop economics: Received funds can be re-spent

= Custody through MoF Accounts

.

v
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Use Case #5: Peer-to-Peer Transfer (Badek, House Party, etc.)

Any Palauan User can send Palau
Stablecoin (PSC) to any other Palauan

User for a range of purposes
9 3 2 Physical or Remote

( €0 ) [ 40 )
\ID/ ‘-._lQ',
Palauan User Palavan User

~ Palau MoF Minting and Distributing PSC
(Potentially using 3rd party operators and.or financial services)
=~ Broader and in the future open-ended User set
= QOpen loop economics: Received funds can be re-spent
=~ Custody through MoF Accounts
=~ Suitable for a range of purposes, including family spending,
cultural gifts, day-to-day needs, etc

A) Based on the examination of these various use cases, several key findings emerged regarding
the implementation of tokenized dollar solutions within the national payment system:

1.

Efficiency Enhancement: Tokenized dollar solutions can significantly enhance the
efficiency of payment transactions by digitizing the national currency. This digitization
streamlines the process, reduces settlement times, and minimizes the need for
intermediaries, thereby lowering transaction costs and enhancing overall payment system
efficiency.

Transparency and Accessibility: The use of blockchain or distributed ledger technology
in tokenized dollar solutions improves transparency by providing an immutable record of
transactions. This transparency fosters trust among users and enhances accessibility by
allowing real-time tracking and verification of payments, thereby promoting financial
inclusion and accessibility for underserved populations.

Collateral Management: Effective collateral management is crucial for the stability and
security of tokenized dollar solutions. Banks play a critical role in holding collateral
reserves to back the digital tokens, ensuring their redeemability and maintaining the
stability of the digital currency system.

Legislation such as the Payment Systems Bill is necessary to define banks’ roles in
collateral management and establish clear guidelines for risk management, liquidity
requirements, and regulatory oversight.

Regulatory Compliance: Regulatory compliance is paramount in the development and
operation of tokenized dollar solutions. Legislation and regulatory frameworks must be
established to address issues such as anti-money laundering (AML) and know-your-
customer (KYC) requirements, consumer protection measures, and adherence to
international standards. Clear regulations help mitigate risks associated with misuse, fraud,
and illicit activities, fostering a secure and trustworthy payment environment.

18
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6. Market Confidence and Adoption: Building market confidence and fostering widespread
adoption are essential for the success of tokenized dollar solutions. Education and
awareness campaigns, along with robust security measures and user-friendly interfaces,
can help instill confidence among users and encourage adoption. Interoperability with
existing payment systems and integration with financial institutions and service providers
also facilitate seamless adoption and interoperability within the broader financial
ecosystem.

8) Potential Industry Partners

Identifying potential industry partners for the PSC project is crucial for several reasons: they
provide the necessary technical expertise and infrastructure to ensure the stablecoin’s
functionality, security, and scalability; they help navigate complex legal requirements to ensure
regulatory compliance; they offer financial stability by providing liquidity and backing to
maintain the stablecoin’s peg to the US Dollar; they facilitate wider adoption through their
market presence and customer base; they enhance credibility and trustworthiness, addressing
security and fraud concerns; they foster innovation and continuous development, keeping the
project technologically advanced; they offer operational support for smooth and efficient
operations; and they open opportunities for strategic collaboration, joint ventures, and shared
resources, enhancing the project’s overall reach and impact.

1. Technical Expertise: Companies which have extensive experience in blockchain and
digital currencies, can provide the necessary technical knowledge and infrastructure to
ensure the stablecoin’s functionality, security, and scalability.

2. Regulatory Compliance: Legal firms and consultancies and law firms specializing in
fintech regulation can help navigate the complex legal requirements, ensuring compliance
with local and international regulations.

3. Financial Stability: Collaborating with established financial institutions or stablecoin-
specific entities like can provide the necessary liquidity and financial backing to ensure
the stablecoin is sufficiently collateralized and maintains its peg to the US Dollar.

4. Market Reach and Adoption: Partners with a broad customer base and market presence or
can facilitate wider adoption of the stablecoin by integrating it into existing financial
systems and services, making it more accessible to users.

5. Security and Trust: Reputable cybersecurity firms like and blockchain security specialists
can enhance the credibility and trustworthiness of the stablecoin project by addressing
potential concerns about security, fraud, and misuse.

6. Innovation and Development: Partnering with industry leaders in technology and finance

can foster innovation and continuous development, keeping the project at the forefront of
technological advancements and adapting to changing market needs.
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7.

Operational Support: Companies offering robust operational support can handle
transaction processing, customer service, and dispute resolution, ensuring smooth and
efficient operations.

Strategic Collaboration: Identifying partners for strategic collaboration, such as fintech
accelerators and industry associations like the Chamber of Digital Commerce, can open
opportunities for joint ventures, co-marketing efforts, and shared resources, enhancing

the project’s overall reach and impact.

9) Initial Cost Estimate

Estimating the cost of a stablecoin national payment service involves careful consideration of
various factors and the application of a systematic methodology. Here is an outline of the
considerations and methodology typically employed:

1.

Infrastructure Costs: Begin by assessing the infrastructure needed to establish and
operate the stablecoin national payment service. This includes expenses related to
technology infrastructure, such as servers, software development, security systems, and
network infrastructure.

Legal and Regulatory Compliance: Factor in the costs associated with legal and
regulatory compliance. This may include obtaining licenses, adhering to anti-money
laundering (AML) and know-your-customer (KYC) regulations, compliance with data
protection laws, and engaging legal counsel for regulatory advice and support.

Collateral Management: Consider the costs associated with managing collateral reserves
to back the stablecoin. This involves establishing and maintaining reserve accounts,
custody services, auditing, and risk management processes. Additionally, factor in any
costs related to acquiring and managing assets held as collateral.

Operational Expenses: Estimate the ongoing operational expenses required to maintain
the stability and functionality of the payment service. This includes personnel costs for
staffing positions such as developers, compliance officers, customer support staff, and
administrative personnel. Also, include costs for utilities, office space, marketing, and
other overhead expenses.

Technology Development and Maintenance: Account for expenses related to the
development, maintenance, and upgrades of the technology infrastructure supporting the
stablecoin payment service. This includes software development costs, regular
maintenance expenses, and any fees associated with third-party technology providers or
consultants.

Risk Management and Contingency Planning: Allocate funds for risk management
measures and contingency planning to mitigate potential risks and ensure the resilience of
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the payment service. This may involve investing in insurance coverage, establishing
emergency response protocols, and implementing robust cybersecurity measures.

7. Market Research and Analysis: Continuously conduct market research and analysis to
understand the competitive landscape, identify target markets, and assess demand for the
stablecoin payment service. Allocate resources for market research activities, such as
surveys, focus groups, and data analysis, to inform strategic decision-making and
marketing efforts.

8. Scenario Analysis and Sensitivity Testing: Perform scenario analysis and sensitivity
testing to assess the impact of various factors, such as changes in market conditions,
regulatory requirements, and technology disruptions, on the cost projections. This helps
identify potential risks and uncertainties and allows for contingency planning.

By systematically considering these factors and employing a rigorous methodology for cost
estimation, stakeholders can develop realistic projections for the expenses associated with
launching and operating a stablecoin national payment service. This enables informed decision-
making, effective resource allocation, and the successful implementation of the payment service.

The following items are provided in this report as a baseline technical infrastructure bill of
materials based on global current cloud service provider pricing. The intent is to provide a starting
point to determine final service costs based on final operating and technical deployment model.
Each would require additional research and analysis at the time of full production to determine
estimated cost:

Platform Licensing (Issuer, Wallet, Custody Manager, etc.)
KYC service costs

Technical Support (base estimate is 3 x FTE)
Operational Resources

10) Conclusion and Next Steps

The Palau National Government Payment Service Phase 2a was a success among both project team
and technical stakeholders with both having responded positively to the value proposition brought
by the prospect of a digital payment service. All participants support usage should a national
deployment be approved by the Palau government.

The ultimate objective remains to implement the National Government Payment Service as a
convenient and cost-effective way of payment. The service will provide Palau and its visitors
innovative and secure ways to access and transact with their money without having to physically
visit a bank, handle fiat cash, or pay the higher fees associated with credit cards and other electronic
payment services.

During Phase 2b, the project team will continue building the ecosystem and solution design, further
integrating financial institutions, regulatory bodies, legal frameworks, participating businesses,

21



Ministry of Finance Republic of Palau Stablecoin Program: Phase 2a Report

and use cases. Phase 2b will continue to place a high emphasis on legal and regulatory compliance
and ensure the security and transparency of transactions, promoting trust and reliability in this
innovative payment service.

The Republic of Palau continues to demonstrate its commitment to digital innovation and financial
modernization with its proposed National Government Payment Service. These continued efforts
highlight Palau’s dedication to pioneering a secure, stable, and accessible digital payment service,
positioning the nation as a leader in the integration of technology into economic practices.

The Palau Ministry of Finance and Ripple extend their gratitude to all participants of Phase 2a for
their outstanding support and valuable contributions in advancing Palau’s economy towards a
prosperous and sustainable future.
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KALEB UDUI, JR.
Minister

31 July 2024
Serial: MOF-2024-213

His Excellency Surangel Whipps Jr.
President of the Republic of Palau
P.O. Box 6051

Ngerulmud, Palau National Capitol
Republic of Palau, 96940

Subject: Transmittal of Phase 2a Report on the National Government Payment Service Project

Dear President Whipps,

I am pleased to present the "National Government Payment Service Project Phase 2a" report. The
Ministry of Finance has prepared this report alongside Ripple’s Central Bank Digital Currencies and Central
Bank Engagements team. It details the progress we've made towards establishing a digital payment system
designed for all Palauans.

Key points of the report include:

I Legal and Regulatory Framework Establishment: Development of essential legislation to
secure and regulate digital transactions.
II.  Technical Infrastructure Assessment: Evaluation of technological requirements necessary for
nationwide implementation.
IIl.  Strategic Partnerships: Forging alliances to augment trust and reliability in the initiative.
IV.  Risk Management Protocols: Comprehensive strategies formulated to safeguard against
potential threats.
V. Recommendations for Progressive Deployment: Proposals for phased implementation to
ensure affordability and broad accessibility.

Your support has been crucial in reaching this stage of the project. The insights from this report will help
us continue refining our approach as we work to modernize Palau’s financial infrastructure.
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Sincerely,

\K o

Kaleb Udui, Jr.
Minister
Ministry of Finance

Attachment:
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KALEB UDUI, JR.
Minister

31 July 2024
Serial: MOF-2024-214
The Honorable Sabino Anastacio

Speaker of the House of Delegates
Eleventh Olbiil Er a Kelulau
Ngerulmud, Palau National Capitol
Republic of Palau 96939

The Honorable Hokkons Baules
President of the Senate

Eleventh Olbiil Er a Kelulau
Ngerulmud, Palau National Capitol
Republic of Palau 96939

Subject: Transmittal of Phase 2a Report on the National Government Payment Service Project

Dear HOD Speaker Anastacio and Senate President Baules,

I am pleased to present the "National Government Payment Service Project Phase 2a" report. The
Ministry of Finance has prepared this report alongside Ripple’s Central Bank Digital Currencies and Central
Bank Engagements team. It details the progress we've made towards establishing a digital payment system
designed for all Palauans.

Key points of the report include:

I.  Legal and Regulatory Framework Establishment: Development of essential legislation to
secure and regulate digital transactions.
I.  Technical Infrastructure Assessment: Evaluation of technological requirements necessary for
nationwide implementation.
[II.  Strategic Partnerships: Forging alliances to augment trust and reliability in the initiative.
IV.  Risk Management Protocols: Comprehensive strategies formulated to safeguard against
potential threats.



Your support and insights are invaluable as we move forward with this initiative. The recommendations
and findings in this report will be crucial for our continued efforts to enhance Palau’s financial services and
ensure that they meet the needs of our citizens.

Sincerely,

K00

Kaleb Udui, Jr.
Minister
Ministry of Finance

Attachment:
Ministry of Finance Republic of Palau National Government Payment Service Project: Phase 2a Report
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