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PART I: PRELIMINARY 

1. Short Title - Digital Residency Program. 

2. Authorization 

1) RPPL 11-14, the Digital Residency Act ("the Act"), amended Chapter 10 of Title 13 of the 
Palau National Code and added Subchapter III, Digital Residency Program for the Republic of 
Palau ("Palau"). The Act authorized the establishment of a Digital Residency Office (the 
"Office") within the Ministry of Finance to oversee and manage all activities authorized, 
required or permitted by the Act, to include all responsibilities of service providers. The Office 
is authorized to promulgate regulations under RPPL 11-14, Section 5. 

2) Privacy Act, 6 PNCA § 205 - 206 "Storage of and access to personal information" require that 
an agency that maintains personal information shall ensure that the information is protected 
from loss, unauthorized access, modification, disclosure, or other misuse. An agency that 
maintains personal information may not keep that information for longer than is required for 
the purposes for which the information may lawfully be used. An agency that holds personal 
information that was obtained in connection with one purpose shall not use the information for 
any other purpose, unless: the source of the personal information is publicly available; the 
individual concerned consents to the other purpose; use for another purpose is necessary to 
avoid prejudice to the maintenance or enforcement of the law by any agency in the prevention, 
detection, investigation, prosecution, and punishment of civil, administrative or criminal 
offenses; the use of the information for another purpose is necessary to prevent or lessen a 
serious threat to public health or public safety; the purpose for which the information is used 
is directly related to the purpose in connection with which the information was obtained; the 
purpose for which the information will be used will be for statistical or research purposes and 
will not be published, and could not reasonably be used to identify the individual concerned; 
or pursuant to the order of a court of competent jurisdiction. 

3. Application- This regulation establishes cyber security policies and procedures in accordance 
with the provisions of International Organization for Standardization (ISO) 27001 , Cyber 
Security Compliance. This regulation applies to the scope and responsibility of the Digital 
Residency Office in overseeing all payments made to the Republic of Palau, managing the 
contracted services of the Service Provider, and reviewing, storing and safeguarding all 
pending, approved and disapproved Digital Residency Applications. 
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4. Definitions - Terms used within this regulation are as defined within this regulation, if not 
defined within this regulation, as defined in RPPL 11-4 § 1021, ISO 27001 or as reasonably 
implied by contextual usage. 

1) "A<;cess Control" means limiting access to information and information processing 
facilities. It is the fundamental prerequisite to securing information or services on information 
processing systems and is also necessary to protect physical premises containing information 
in all forms. 

2) "Anti-Money Laundering" (AML) includes establishing processes, policies for the 
prevention of criminal financial crimes and other related illegal activity. AML includes the 
enforcement of anti-money laundering checks, regulations and laws that require businesses to 
actively monitor the entities with whom they do business. AML prevents the execution of 
transactions to eventually convert illegally obtained money into legal money. AML targets 
such practices as market manipulation, illegal goods trading, tax evasion, bribery, securities 
fraud and other forms of financial corruption under secrecy act. 

3) "Ancillary Services" means additional services to Digital Residents, as are contemplated 
by the Act and Operating Agreement, and as may be selected by each Digital Resident. 

4) "Asset Management" means the identification of organizational assets and defining 
appropriate protection responsibilities. Information and other assets associated with 
information and information processing facilities must be identified and inventory of assets 
created and maintained. 

5) "Backup" is the process of protecting the availability of data by creating and storing copies 
of all important information in a secure location. 

6) "Blacklist" means the list of countries restricted from participating in the Digital 
Residency Program. 

7) "Change Management" means the process of controlling changes to the organization, 
business processes, information processing facilities and systems that affect information 
security. 

8) "Compliance" means demonstrating that all processes are in place to provide appropriate 
objective evidence to support risk acceptance criteria, to include associated risks. 

9) "Counter Financing of Terrorism" (CFT) means the criminalization of terrorist 
financing on the basis of the Terrorist Financing Convention, including not only the financing 
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of terrorist acts but also the fmancing of terrorist organizations and individual terrorists, even 
in the absence of a link to a specific terrorist act or acts. CFT is the implementation of targeted 
financial sanctions in compliance with United Nations Security Council resolutions relating to 
the prevention and suppression of terrorism and terrorist financing. 

10) "Digital Residency Application" (DRApp) means a document, submitted electronically, 
that contains all the information required by the Act. 

11) "Digital Residency Identification Card" (DRIC) means a card containing all of the 
information required by the Act. 

12) "Digital Residency Office" means the Office established by the Act. 

13) "Digital Resident" means a person who holds a valid DRIC. 

14) "Information Security" means the processes for establishing, maintaining and protecting 
the confidentiality, integrity, and availability of data. 

15) "Know Your Customer" (KYC) is the process by which a customer's identity and nature 
are determined for purposes of AMLICFT. 

16) "Legal Name" means a person's name, either by birth or pursuant to a Certificate of Legal 
Name Change pursuant to the Act. 

17) "Logging" is the process of keeping and regularly reviewing event logs that record user 
activities, exceptions, faults and information security events. 

18) "Malware" means malicious code in a networked system negatively impacting or 
compromising the confidentiality, integrity, and availability of data. 

19) "Media" means the electronic devices used to store data, such as hard drives, USB drives, 
DVDs, CD-ROM, and floppy disks. 

20) "Operating Agreement" means the agreement negotiated pursuant to the Act between the 
Republic of Palau and the Private Partner. 

21) "Personally Identifiable Information" (PII) is information that can be used to 
distinguish or trace an individual's identity, either alone or when combined with other 
information that is linked or linkable to a specific individual. 
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22) "Redundancies" means the process of ensuring the availability of information processing 
facilities and systems by identifying risk and establishing redundant systems such as mirrored 
systems in geographically separate locations. 

23) "Service Provider" means the entity contracted and responsible for the administration of 
the Digital Residency program within the Ministry of Finance (MOF). 

24) "Verified" means a document is verified when it is digitally signed pursuant to the Act. A 
verified document is treated as though signed before an authorized notary. 

25) "Vulnerabilities" are exploitable technical faults or physical security lapses and shortfalls 
which expose the organization to cyber threats and put the confidentiality, integrity and 
availability of organizational data at risk. 
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PART II: STATEMENT OF POLICY 

1: 

2: 

3: 

Purpose- This regulation is intended to ensure that the Office maintains a level of security, 
in absolute terms and in relation to total assets, which (i) is adequate to protect the interests 
of Digital Residency Program stakeholders, (ii) is commensurate with the legal 
requirements, contractual obligations and operational activities of the Digital Residency 
Program, and (iii) promotes public confidence in the Digital Residency Program, overall. 

Scope - This regulation applies to the operation, maintenance and security of the Digital 
Residency Program of Palau and establishes the secure procedures for receiving, 
processing and storing Digital Residency Applications, sensitive correspondence, PII, and 
all other activities associated with operating the Office in Palau. 

Responsibility - It is the responsibility of the Office director to establish and maintain a 
level of security that complies at all times with the requirements ofRPPL 11-14, ISO 27001 
and this regulation, and is fully adequate for the risk profile and activities of the Office. 
The security levels required by this regulation are the minimum levels acceptable for 
designing, implementing and maintaining the cyber security of information management 
systems. 

PART III: IMPLEMENTATION AND SPECIFIC REQUIREMENTS 

1. Identification of Applicable Legislation and Contractual Requirements. 

a. To avoid breaches of legal, statutory, regulatory or contractual requirements, all 
requirements should be identified and documented by the office to ensure their fulfillment. 
Special attention is required when conducting online business or trading to take into 
account international agreements, industry standards, and best practices. 

b. The Office and all contracted vendors and service providers will establish and maintain 
procedures to identify, document and comply with all applicable statutory, regulatory and 
contractual requirements. 

c. The Office and all contracted vendors and service providers will establish and maintain 
documented controls to comply with all legal and contractual compliance requirements. 

d. Changes to requirements will be traceable to changes to implemented controls. 
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2. Information Security Roles and Responsibilities. 

a. The Office will designate, in writing, an Information Security Manager (ISM). 

b. The ISM appointment orders will designate reporting structure and responsibilities for 
information security. · 

c. The ISM, in coordination with the Information Systems Support Service (ISSS) of the 
Ministry of Finance, will ensure compliance for all permanent and temporary employees, 
contractors, and third-party users. 

d. Segregation of duties is a traditional business control used to reduce vulnerability to 
human error and deliberate misuse. The Office will ensure independent verification of data 
and audit results. The Office will ensure that no one person is responsible for a majority of 
checks and balances. 

e. The Office will coordinate with the ISSS to ensure that critical activities are logged and 
the logs reviewed on a regular basis. The individuals whose activities are being reviewed 
will not be able to alter or delete these logs. 

3. Information Security Awareness, Education and Training. 

a. All employees of the Office to include contractors must complete appropriate cyber 
security awareness education and training, annually, as relevant for their job function. 

b. All employees of the Office will be trained on the proper and safe use of all information 
technology (IT) products and services required of their position, as well as the relevant 
security procedures. Refresher training should be conducted, annually. 

c. Every employee of the Office, to include contractors and third-party users, should be 
given a foundational level of security awareness training. 

d. Staff with special responsibilities for security should, in addition to the Basic Security 
Awareness training, be provided with relevant, special training. 
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4. Information Security Management. 

a. The Office will ensure a consistent and effective approach to the management of 
information security incidents in collaboration with the ISSS, including communication on 
security events and vulnerabilities. 

b. The Office will coordinate with the ISSS to establish and maintain information security 
incident management procedures go handle and recover from system failures, errors, 
security breaches and more to include contingency arrangements and auditing activities. 

5. Information Classification and Handling. 

a. The Office will ensure that all information processed and stored receives an appropriate 
level of protection in accordance with its importance to the organization. 

b. Information should be classified in terms of legal requirements, value, criticality and 
sensitivity to unauthorized disclosure or modification. 

c. PII is information that can be used to distinguish or trace an individual's identity, either 
alone or when combined with other information that is linked or linkable to a specific 
individual. Because there are many different types of information that can be used to 
distinguish or trace an individual's identity, the term PII is necessarily broad. 

d. It is important to recognize that information that is not PII can become PII whenever 
additional information is made publicly available, in any medium and from any source, 
that, when combined with other information to identify a specific individual, could be used 
to identify an individual (e.g., Social Security Number (SSN), name, date of birth (DOB), 
home address, personal email). 

e. All breaches and compromises of PII must be reported, immediately to the ISM. A 
breach is the actual or suspected compromise, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, and/or any similar occurrence where: 

(1) A person other than an authorized user accesses or potentially accesses PII, or 

(2) An authorized user accesses or potentially accesses PII for other than an authorized 
purpose. 
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6. System and Application Access Control. 

a. The Office will establish an access control policy to limit access to information and 
information processing facilities. 

b. The Office will prevent unauthorized access to systems and applications. Access to 
information provided by individual applications will be actively managed to match 
business and contractual requirements. Users will not be allowed access to application 
functions or data files without authorization by the information owner and without an 
established need to know or need to use. 

c. The Office will establish and enforce controls and accessibility audits through secure 
log-on procedures to access all Digital Residency Program information management 
systems. 

d. The Office will ensure all remote accessibility is completely disabled for all servers used 
as primary or back up file servers. 

e. Access control rights and rules will be clearly defined and will be clearly consistent with 
the classification and handling requirements for the information. Any access to sensitive 
information will be granted or denied based on the "need to know" and "need to use" 
principles. 

f. The Office employees with access to sensitive or confidential information will be 
properly trained on information security and handling. 

g. Users will only be provided with access to the network and network services that they 
have been specifically authorized to use. 

h. Access to sensitive or confidential information will be consistent with legal, regulatory 
and contractual compliance requirements. 

7. Information Transfer Policies and Procedures 

a. The Office will maintain the security of information transferred within the organization 
and with any external entity, in order to prevent: 

1) information being leaked if sent to the wrong email address 
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2) information being intercepted by unauthorized people if sent unprotected 

3) information being compromised when left unattended in printers or fax 
machines. 

4) staff being overheard discussing sensitive information in public. 

5) messages and faxes being received in error due to mishandling. 

b. Information in electronic messaging will be appropriately protected. 

c. The Office will regularly identify, document and review requirements for confidentiality 
or non-disclosure agreements reflecting the organization' s needs of the protection of 
information. 

c. Information will be protected from loss, unauthorized access, modification, disclosure, 
or other misuse. 

d. Information will not be accessed or kept for longer than is required for the purposes for 
which the information may lawfully be used. 

e. Information obtained for Digital Residency Program purposes will not be used for any 
other purpose, unless: 

1) the source of the personal information is publicly available; the individual 
concerned consents to the other purpose; 

2) use for another purpose is necessary to avoid prejudice to the maintenance or 
enforcement of the law by any agency in the prevention, detection, investigation, 
prosecution, and punishment of civil, administrative or criminal offenses; 

3) the use of the information for another purpose is necessary to prevent or lessen 
a serious threat to public health or public safety; 

4) the purpose for which the information is used is directly related to the purpose 
in connection with which the information was obtained; 
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5) the purpose for which the information will be used will be for statistical or 
research purposes and will not be published, and could not reasonably be used to identify 
the individual concerned; 

6) or pursuant to the order of a court of competent jurisdiction. 

8. Asset Management and Handling. 

a. The Office will identify all organizational assets and an inventory of these assets shall 
be drawn up and maintained. An inventory of all assets will be conducted monthly. 

b. The Office will assign ownership for all important assets and that each asset owner 
understands the tasks and duties for accountability of the assets. 

c. The Office will track the introduction of new assets and disposal of old assets by updating 
the asset inventory, as appropriate. 

d. The Office will establish and enforce acceptable use controls to clearly describe the 
intended use of organizational assets, and the boundaries for intended use. Controls will be 
established to detect misuse and non-compliance. All asset owners and users will be made 
aware of the acceptable use requirements and restrictions. 

e. The Office will ensure the return of all organizational assets upon the termination of an 
asset owner' s employment, contract or agreement. 

9. Physical and Environmental Security. 

a. The Office will prevent unauthorized physical access, damage and interference to the 
organization' s information and information processing assets and facilities. 

b. The Office will define security perimeters and use them to protect areas that contain 
information sensitive or critical to the Digital Residency Program. 

c. The Office will maintain standard operating procedures for the physical access and 
protection of organizational assets used to receive, process and store Digital Residency 
Program information. These standard operating procedures will take into account 
environmental control requirements, measures to mitigate or prevent damage by fire and 
other hazards and monitoring requirements. 
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d. Secure areas will be protected by appropriate entry controls to ensure that only 
authorized personnel are allowed access. 

e. Physical security for offices, room and facilities will be designed and applied to the 
Digital Residency Program spaces and operating areas consistent with the most sensitive 
and critical information handled or stored. Information security requirements must be 
identified and risk assessments conducted, risks mitigated, and residual risk acknowledged 
and accepted by the ISM. 

f. Physical protection against natural disaster, malicious attack or accidents shall be 
designed and applied. Measures will be put in place to prevent or mitigate the negative 
impacts of natural and technological disasters. The Office will incorporate system and 
facility resiliency to the greatest extent possible to ensure proper emergency support and 
environmental protections are in place. 

10. Control of Operational Software. 

a. The Office will coordinate with the ISSS to implement procedures for inventorying and 
controlling the installation and modification of software on operational systems used for 
the Digital Residency Program. Changes to operational software should only be made in 
the event of vulnerability remediation and protection from mal ware, in the event of new 
business requirements, or as directed by the Minister of Finance. 

11. Technical Vulnerability Management. 

a. To prevent the exploitation of technical vulnerabilities, the Office will collaborate with 
the ISSS to obtain information about technical vulnerabilities of information systems being 
used in a timely manner. The Digital Residency Program's risk exposure will be 
determined and the appropriate measures taken to eliminate or mitigate the associated 
residual risks. 

b. An assessment of associated risks for information systems used by the Digital Residency 
Program will be conducted. Such measures can include the use of automated vulnerability 
scanning tools and manual penetration testing engagements for more sensitive 
environments, as deemed appropriate by the ISM. 

c. Assessment procedures will be clearly defined and repeatable. All tools will be 
configured to test all systems and not just a sample. Reports from testing should be made 
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available for audit, as well as reports from re-tests which verify that vulnerabilities 
identified in previous tests have been remediated. 

12. Protection from Malware. 

a. The Office will coordinate with the ISSS to implement detection, prevention and 
recovery controls to ensure that information and information processing systems and 
facilities are protected against mal ware. 

b. Given the stand-alone nature of critical Digital Residency Program information systems, 
protection software and updates must be applied individually to each system. The ISM will 
coordinate with the ISSS to ensure anti-virus software is installed and maintained. 

13. Information System Audit Controls. 

a. The Office will coordinate with the ISSS to minimize the impact of audit activities on 
operational systems by carefully planned and approved business processes and schedules. 

b. Any audit of information systems controls and tools will not compromise the information 
or operations being checked. 

c. All requirements must be identified and appropriate authorization exists from operational 
management before executing any audit. Interruptions to business activities will be 
minimized. 

d. Audit results will be maintained by the ISM and the use of any tools properly recorded. 
Coordination for audits will be made with the ISSS to ensure that the audit personnel are 
independent of the Office and the activities being audited. 

14. System Backup. 

a. To protect against data loss, backup copies of Digital Residency Program information, 
software and system images will be produced in accordance with ISSS guidelines and 
schedules. 

b. Copies of all Digital Residency Applications transmitted to the Office by the Service 
Provider in compliance with the operating agreement will be stored as a backup copy to 
the files stored on the Service Provider's servers. 
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15. Logging and Monitoring. 

a. The Office will coordinate with the ISSS to ensure event logs recording user activities, 
exceptions, faults and information security events are produced, stored and regularly 
reviewed. 

b. Logging arrangements will be appropriate for the security requirements of the Office. 

c. At a minimum, log information will identify the event, the person causing the event, any 
changes made, the date and the time. 

16. System Acquisition, Development and Maintenance. 

a. The Office will coordinate with the ISSS to ensure that information security-related 
requirements are included in the requirements for new information systems or 
enhancements to existing information systems. This ensures that information security 
remains an integral part of the information system lifecycle. 

b. Information involved in Digital Residency Application service transactions will be 
protected to prevent incomplete transmission, misrouting, unauthorized message alteration, 
unauthorized disclosure, unauthorized message duplication or replay. 

17. Compliance with Security Policies and Standards. 

a. The ISM in coordination with the ISSS will regularly review the compliance of 
information processing and procedures within the Digital Residency Program with the 
appropriate security policies, standards and any other security requirements. 

b. Information systems will undergo technical compliance reviews to ensure compliance 

PART IV: CORRECTIVE MEASURES 

1: Remedial measures and sanctions- There will be a formal and communicated disciplinary 
process in place to take action against employees who have committed an information security 
breach, or any employee, permanent or temporary, contractor or associate who violates any 
provision of this regulation in a willful, negligent or flagrant manner which results, or is likely to 
result, in an unsafe or unsound condition for the Office or that threatens the interests of the Digital 
Residency Program stakeholders. 
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PART V: EFFECTIVE DATE 

1. Effective Date - The effective date of this regulation shall be upon adoption by the 
Governing Board and subsequent approval by the President of the Republic of Palau, in 
accordance with the Administrative Procedures Act. 

Questions relating to this regulation may be addressed to the Ministry of Finance of the 
Republic of Palau. 

Adopted 

~8,b(J 
Minister of Finance, Republic of Palau 

Approved /OJ;' ~23 

xcellency Surangel S. Whipps, Jr. 
P esident, Republic of Palau 
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